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§16.12 Penalties.

The Act provides, in pertinent part:

“Any person who knowingly and will-
fully requests or obtains any record
concerning an individual from an agen-
cy under false pretenses shall be guilty
of a misdemeanor and fined not more
than $5,000.”” (5 U.S.C. 552a(i)(3).)

§16.13 General exemptions.
(a) Systems of records affected.

TEPA-4 OIG Criminal Investigative Index
and Files—EPA/OIG.

TEPA-17 NEIC Criminal Investigative Index
and Files—EPA/NEIC/OCI.

(b) Authority. Under 5 U.S.C.
552a(j)(2), the head of any agency may
by rule exempt any system of records
within the agency from certain provi-
sions of the Privacy Act of 1974, if the
system of records is maintained by an
agency or component thereof which
performs as its principal function any
activity pertaining to the enforcement
of criminal laws and which consists of:

(1) Information compiled for the pur-
pose of identifying individual criminal
offenders and alleged offenders and
consisting only of identifying data and
notations of arrests, the nature and
disposition of criminal charges, sen-
tencing, confinement, release, and pa-
role and probation status;

(2) Information compiled for the pur-
pose of a criminal investigation, in-
cluding reports of informants and in-
vestigators, and associated with an
identifiable individual; or

(3) Reports identifiable to an indi-
vidual compiled at any stage of the
process of enforcement of the criminal
laws from arrest or indictment through
release from supervision.

(c) Scope of exemption. (1) The EPA-4
system of records identified in §16.13(a)
is maintained by the Office of Inves-
tigations of the Office of Inspector
General (OIG), a component of EPA
which performs as its principal func-
tion activities pertaining to the en-
forcement of criminal laws. Authority
for the criminal law enforcement ac-
tivities of the OIG’s Office of Investiga-
tions is the Inspector General Act of
1978, 5 U.S.C. app.

(2) The EPA-17 system of records
identified in §16.13(a) is maintained by
the Office of Criminal Investigations
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(OCl) of the National Enforcement In-
vestigations Center (NEIC), a compo-
nent of EPA which performs as its
principal function activities pertaining
to the enforcement of criminal laws.
Authority for the criminal law enforce-
ment activities of the NEIC’s Office of
Criminal Investigations is 28 U.S.C. 533,
with appointment letter from Ben-
jamin Civiletti, Attorney General, to
Douglas Costle, Administrator, EPA,
dated January 16, 1981.

(3) The systems of records identified
in §16.13(a) are exempted from the fol-
lowing provisions of the Privacy Act of
1974: 5 U.S.C. 552a (c)(3) and (4); (d);
@1, @, 3), A(G), (H), and (1), (5),
and (8); (f); and (9).

(4) To the extent that the exemption
claimed under 5 U.S.C. 552a(j)(2) is held
to be invalid for the systems of records
identified in §16.13(a), then an exemp-
tion under 5 U.S.C. 552a(k)(2) is claimed
for these systems of records.

(d) Reasons for exemption. The sys-
tems of records identified in §16.13(a)
are exempted from the above provi-
sions of the Privacy Act of 1974 for the
following reasons:

(1) 5 U.S.C. 552a(c)(3) requires an
agency to make the accounting of each
disclosure of records available to the
individual named in the record at his
request. These accountings must state
the date, nature, and purpose of each
disclosure of a record and the name and
address of the recipient. Accounting for
each disclosure would alert the sub-
jects of an investigation to the exist-
ence of the investigation and the fact
that they are subjects of the investiga-
tion. The release of such information
to the subjects of an investigation
would provide them with significant in-
formation concerning the nature of the
investigation, and could seriously im-
pede or compromise the investigation,
endanger the physical safety of con-
fidential sources, witnesses, law en-
forcement personnel and their families,
and lead to the improper influencing of
witnesses, the destruction of evidence,
or the fabrication of testimony.

(2) 5 U.S.C. 552a(c)(4) requires an
agency to inform any person or other
agency about any correction or nota-
tion of dispute made by the agency in
accordance with subsection (d) of the
Act. Since EPA is claiming that these
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